AGENTIC QUALITY ENGINEERING

The Step-by-Step Playbook for Al Agent Testing with SAP, Tricentis, and Open Source.
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TARGET: S/4HANA & BTP | FRAMEWORK: 2026 AUTONOMOUS ENTERPRISE V. 2026.3 | APPROVED FOR DEPLOYMENT
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The SAP Autonomous Enterprise Requires a
Probabilistic Approach to Quality

Traditional Software QA

Static Path

Predictable
Qutcome
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- Static paths, predictable outcomes.
- Binary assertion testing (Pass/Fail).
- Pre-scripted UI/API interactions.
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Agentic QA

Dynamic Reasoning

Tool-Calling Engine : . j ]
(SAP Gold) (Tzicentis Purple) qﬂﬁg
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Faithful
Execution
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Relevant
Insight

LLM
Interface
Vector Contextual
Database

Drift Detected
External API

Core Data

- Autonomous tool-calling and dynamic reasoning.
- Probabilistic evaluation (Faithfulness, Relevancy).
- Multi-agent handoffs and continuous drift monitoring.

With SAP’'s €100M partner investment and 680+ agents in the SAP AI Agent Hub, the 2026
Agent-Led Toolchain shifts QA from verifying code to verifying intent and trust.
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The Unified Enterprise Agent Testing Architecture
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Architecture Note |

This hybrid stack
provides the
rigorous control
of enterprise
platforms with
the cutting-edge
evaluation
metrics of open-
source
frameworks.
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Phase 1: Landscape Foundation & Metric
Definition (Weeks 1-4)

Tricentis

SAP Gold Deep Purple

Step 1: Provision the Step 2: Define Step 3: Generate
BTP Landscape Evaluation Metrics Synthetic Test Data
2 £

& T Jass
Configure the standard Select the precise Utilize LLMs and SAP *EE?
SAP BTP Cloud Foundrylggig deterministic and <§§> Signavio process mining
three-tier system probabilistic metrics for to generate realistic,
(Dev/Test/Prod). your use case (e.g., privacy-safe SAP queries
Establish SAP Generative DeepEval Hallucination, and transaction
AT Hub routing and MLflow RAGAS Context transaction patterns
experiment tracking. Utilization). without exposing PII.
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The Probabilistic Evaluation Metrics Matrix

Target of Evaluation

DeepEval Metrics

RAGAS Metrics

Output Accuracy

Hallucination Metric (checks
contradictions against context),
Answer Relevancy (G-Eval based
scoring)

Answer Relevancy (LLM-as-a-
judge scoring)

Retrieval Pipeline
(RAG)

Contextual Precision, Contextual
Recall

Context Precision (ranking of
retrieved SAP KB items), Context
Utilization (how effectively the
LLM uses retrieved context)

Agentic Execution

Tool Use Correctness (validating

agent API calls to S/4HANA),
Agent Goal Completion (end-to-end
task success)

N/A

[SYSTEM_NOTE] : Both frameworks support LLM-as-a-judge evaluation natively via SAP x]
Generative AI Hub APIs.
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Phase 2: Building the Evaluation Pipeline
& Security (Weeks 5-8)

Step 6: Implement

Step 4: Build the Step 5: Set Up
Evaluation Suite Observability

Red-Teaming

@ % 9/

Configure automated
vulnerability scanning
using Promptfoo or

Implement DeepEval as

an evaluation service
on SAP BTP. Connect test

)

Deploy Langfuse or
> Arize Phoenix for

OpenTelemetry-native LLM

results to SAP Cloud tracing. Monitor prompt Giskard to test

ALM via REST API for versioning and latency. resistance to prompt

quality gating. injections prior to
deployment.
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Automated Red-Teaming: Mapping Vulnerabilities to SAP GRC

Attack Engine

Promptfoo injecting
adversarial data
(Jailbreaks, PII extraction
attempts, malicious
tool-calls).

Modulaattacting Fee:

SAP Joule Agent operating in
Dev/Test BTP environment.

Target Environment

SAP Joule Agent operating
in Dev/Test BTP
environment.
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SAP GRC 2026

Findings are automatically

Action Gate

Critical vulnerabilities
tri%ger an automatic
deployment block in the

SAP AI Agent Hub
certification process.
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Phase 3: SAP and Tricentis Enterprise Integration (weeks 9-12)

Node 8 l {al: 4

Step 7: Connect to SAP Cloud ALM | Step 8: Connect Tricentis Toolchain

Establish ALM as the operational hub. ) \__, || SyncAl-generated manual tests from
Enable Al-assisted test case qTest to Tosca for execution.
generation from plain-language Utilize Tosca's Agentic Test
requirements and risk-based Automation and Vision Al for robust
regression scoping. Fiori/SAHANA end-to-end testing,
independent of Ul changes.
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The Agent-Led Toolchain CI/CD Execution Path

f
| 7

Code Commit /
Prompt Update ->
Azure DevOps /
GitHub Actions.
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DeepEval checks
Hallucination &
Relevancy
thresholds
(Pass > 0.85).

=

Evaluation

A B

Tricentlis NeolLoad
MCP server load
testing (Agent
API stress test).

Tricentls Tosca
automated test
execution against
S/4HANA backend.

Release Gate

a [B @

i
SAP Cloud ALM |
compiles results l |
-> Approves |
Transport -> 1
Deploys to SAP BTP.
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Phase 4: Production Deployment Strategies (Weeks 13-16)

Node 9 B

Step 9: Shadow Mode Activation

Production
(Human)

Run the AI agent in parallel with human operators in production.
The agent processes the exact same transactions silently,
allowing for real-world evaluation without business risk.

Node 10 A\

Step 10: Canary Deployment

Total Live -
Tratfic AT Agent /

<&

Current KPIs &
Production Statistical
System Significance

Route a small percentage (e.g., 5%) of live traffic to the agent
(or a new LLM model like GPT-40 vs Claude 3.5). Measure business
KPIs and use statistical significance testing before a full rollout.
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Architectural Pattern: Shadow Mode in SAP

Live SAP
Transaction Data

The Intercept
Layer

Middleware silently
captures live SAP
transactions.

———

Human Operator

Completes the task
normally in Sf4HANA.

|
!
I |
Iy |
b :
: X The Comparison
P Engine
\
L k3 DeepEval compares the Al's

output/tcol calls against the
human's baseline.

Al Agent (Shadow)

Attempts the exact same
transaction in an isolated
shadow state.

The agent requires a
>95% agreement rate
over 14 days before
being promoted to
handle active traffic.
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Phase 5: Continuous Operations & Scaling (Ongoing)

Control plane

Quality
Metrics

Pesfozmance
Indicators

Data

Performance
Indicatozrs

Health
Checks

Tricentis
Al Workspace

AT Agents =

&

Test Automation
Tools

Lifecycle
Management

Monitoring
Services Platforms

Utilize Tricentis AI Workspace as the control plane for
autonomous quality engineering. Orchestrate complex workflows

bringing together agents and tools across the software lifecycle.

RAG & Agent Output

SE@

Al Agent Drift Detection
(RAG)

Reduced
- Maintenance
| [ —— Overhead
SelgTﬁziaing Test Suite LiveCompare Change Impact

Tests Analysis

Monitor RAG embeddings and agent outputs for quality degradation
over time. Leverage Tosca's self-healing tests and LiveCompare's
SAP change impact analysis to reduce maintenance overhead.
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Advanced Scenario: Multi-Agent Chaos Engineering

amow ]

b

Node 1 (Context Corruption): Node 2 (Race Conditions):

Handoff failures where Agent A Concurrent agents attempting to

passes incomplete semantic access or modify shared SAP |
context to Agent B. Business Objects simultaneously. )

Procurement Approval Agent ¢ Payment
Agent (MM) Node 3 (Deadlocks): Agent (FI)
Circular dependencies in agent
§ orchestration.

Testing Strategy: Requires chaos engineering—intentionally injecting failures and
executing concurrent load testing via NeolLoad to validate system resilience.
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The Enterprise Agent Testing Maturity Model

Level 1
(Ad-Hoc)

Manual testing of
agent responses.

Spot-checking by
developers.

No automated
evaluation.

Level 2
(Basic Automation)

Unit tests via
DeepEval/RAGAS.

Basic CI/CD
integration.

Single metric
evaluation.

Level 3
(Comprehensive)

Full metric suite.

Red-teaming
(Promptfoo).

Shadow mode
testing.

Tricentis
functional
coverage.

Level 4

(Continuous)

Prod monitoring
(Langfuse).

Automated drift
detection.

Canary
deployments.

SAP Cloud ALM
quality gates.

Level 5
\, (Autonomous)

Self-healing
evaluation
pipelines.

AI-generated test
cases from live
prod patterns.

Predictive quality
degradation
alerts.
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Architecture Strategy: The Hybrid Stack Recommendation

Build (Open Source)

The 2026 Hybrid Recommendation

Buy (Pure Enterprise)

= Pros: Full control,
highly customizable
metrics
(DeepEval /RAGAS) .

= Cons: High integration
effort, maintenance
burden.

= Use Open Source (DeepEval, Promptfoo,
Langfuse) for raw mathematical
evaluation, tracing, and red-teaming.

= Wrap it in Enterprise Platforms (SAP
Cloud ALM, Tricentis Tosca/qTest/NeolLoad)
for CI/CD execution, test management,
UI/API automation, and strict
governance.

» Pros: Faster time-to-

value, managed
infrastructure.

= Cons: Vendor lock-1in,
slower adoption of
bleeding-edge metrics.

g2l
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In the Autonomous Enterprise, quality engineering is the ultimate control plane. Trust, but verify probabilistically.

& NotebooklLM



